[ocynapcTBeHHOE 0IOIKETHOE JIOLIKOIBHOE 00pa30BaTebHOe yUpeKIeHHE
netckui cag Ne 64 '
[Tpumopckoro paiiona Cauxr-IlerepGypra

MoanTHKA

undopmaunonnoii He30nacHOCTH B
IocyaapcrBeHHOM GI0/GKeTHOM A0IIKO0ILHOM 00pa3oBaTe/IbHOM YUPEK/IeHHH

aerckom caxy Ne 64
IIpamopckoro paiiona Cankr-Ilerepbypra

MPUHSATO

pewenneM O6iero cobpanust paboTHHKOB
I'BJIOY netckoro caxa Ne 64
Tpumopckoro paiiona Caukr-IletepGypra
npotokoi ot 23.05.2023 Ne 3

Canxr-ITerepOypr
2023




e, S SR R ————— .6
2 Ilenm u 3ana4u obecneyenns HHQOPMALHOHHOM GE30NACHOCTH ..o 6
3 Tlpunnune o6ecneyenns nupopMarHOHHOK OCSOBBCHOCTI «-vevtoncvroossiooennsomr s s s
4 OcHoBHbie TpeGOBaHKS 10 3amHTE HH(OPMALHH OrpaHHueHHOro BOCTYIM ..o it 9
5 OcHoBHbie TpeboBaHus K npomeccam obecreyeHs HH(pOpPMAaNHOHHOI Ge3onacHocTH .......... 11
6  OcHoBHbIe TpeGOBaHKS K IIpoLEccaM ynpasieHHs HH(OPMAIHOHHO Ge30macHocTbio ......... 16
7 Sawuoqenae 17

CHHCOK HCIIOIE30BAHHBIX Hcmqmmon 18




AyTeHTUUKALHSL

BezonacHoCTh HHpOpMAITHH

I'ocynapcTseHHas
HH(OpPMALIHOHHAS CHCTEMA

Jloctyn k mHGOpMaHA
JlocTynHOCTB

3amura uHbopManu
OT HECAHKI[HOHHPOBAHHOIO
aocTyna

3ammniaemas HHGopMaLHs

Unentudukanms
HudopmaimonHas cucreMa
NndopmaniHoHHbBIE PeCypPChI

UnpopmalmoHnbie
TEXHOJIOTHH

Undopmarnus

KonTponupyemas 30Ha
KonpueHuuanbHOCTh

O6paboTka nepcoHaIbHBIX
JIAHHBIX :

TEPMHWHBI U ONTPEAEJIEHUA

JleficTBus. NO TpPOBEpKe MOUIMHHOCTH CyOBeKTa JoCTymna
B HH(OPMAIIHOHHOH CHCTEME

CocTosiHHE  3aIMIIEHHOCTH HH(OPMAIMH,
obecneyenbl  ee  KOH(QHIEHIHAIBHOCTS,
M LEJIOCTHOCTh

MupopMallHOHHAs CHCTEMA, CO3/IaBaeMasi B LIEJIAX peann3anun
MOJTHOMOYHH rocyapcTBEHHBIX Oprasos
u obecneyenuss oOMeHa uHpopManmeld MeXay ITHMH
OpraHaMi, a TaKke B WHBIX YCTAHOBICHHBIX (eaepanbHbIMU
3aKOHAMHA TeJIsAX

B03MOKHOCTE MOJTy4eHHs: HHGOPMAIHH U €€ HCTIOIb30BaHUS

Coctosiine HH(OPMAIMH, XapaKTepusyemoe CIOCOOHOCTBIO
TEXHHYECKHX CpPEACTB M HH(QOPMAIMOHHBIX TEXHOJIOTHi
obecnieunBaTh OECTIPENATCTBEHHBIN JOCTYN K HH(pOpMAIHH
cyOBEKTOB, HMEIONIMX HA 3TO MOJIHOMOYHS

SammTa MHGOPMAIMH, HAMpABJIEHHAs Ha IPEJAOTBPAIEHHE
MONydeHus 3alMiaeMol HHMOpMAlHK 3aHHTEPECOBAHHBIMH
cy6BEeKTaMH ¢ HapylIEHHEM YCTAHOBJICHHBIX HOPMAaTHBHBIMH
M NpaBOBBIMH JIOKYMEHTaMH (aKTamH) HIIH 00NaJaTeNsIMHu
puHOpMalMK NpaB WIH TPaBHi pasrpaHHyCHHs J0CTyna
K 3allMIIaeMoi HHpopMaIuu

NP KOTOPOM
JIOCTYITHOCTb

Wndopmanus, SBIAIOMASCS NPEIMETOM — COOCTBEHHOCTH
W MOJUTeXKAIas 3alluTe B COOTBETCTBHH C TpeOOBAHUAMH
NPaBOBBIX JIOKyMEHTOB HITH TpeGoBaHHAMH,

yCTaHABIHBAEMBIMH COOCTBEHHHKOM HHMOPMALHH
[IpucBoenne cyOBekTaM 1 0GBEKTAM 0CTYTIa HACHTHHKATOPA
¥ (WIH) CpaBHEHHE NPEIbABISEMOr0 HICHTH(HUKATOPA
C MepevHeM IPUCBOCHHBIX HACHTH(PUKATOPOB

CoBOKYIHOCTh cofiepareiicsi B 6asax JaHHBIX MH(OOPMALHA
u obecneunBatonmx e¢  00paGoTKy  HMHPOPMAIMOHHBIX
TEXHOJIOTHH H TEXHHYECKHX CPEJICTB

OtenbHbIE JOKYMEHTEI W OTJCIBHBIC MAaCCUBBI JIOKYMEHTOB,
JIOKYMEHTBl H  MAacCHBBI JIOKYMEHTOB,  COJIEpIKalIHecs
B MHGOpMALHOHHBIX ~ cHcTemMax  (OuOimoTeKkax, apxwuBax,
donnax, baHKkax JaHHBIX, HHYOPMAIHOHHBIX CHCTEMAX APYTHX
BHJIOB)

[porecchl, METOAB! MOWMCKA, cOOpa, XpaHeHHs, 0OpaboTKH,
[peiocTaBIeHusl, PACIPOCTPAHEHAS HH(OPMAIMK U CTIOCOOB!
OCYIIECTBIICHHS TAKHX MPOIIECCOB H METO/I0B

CrenieHust (cooOmennus, JIaHHBIE) HE3aBHCHMO
oT opMBI X NPE/ICTABIICHHA
IlpocrpascTBO  (TEppUTOpHS,  31aHHE, HacThb 3/1aHHA),

B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpPYEMOE [peObIBaHME JIHIL,
He WMMEIOmMUX [OCTOSHHOTO MM  Pa3’oBOro  JIOMycCKa,
M MOCTOPOHHUX TPAHCTIOPTHEIX CPEACTB

O6s3aTenbHOE VI BBITOJHCHUS JTHIIOM, MOJYYHBIIHM JOCTYIL
K onpeacnenHoi uH(OpManuu, TpeGoBaHWe HE mNeEpenasaTh
Takylo wWH(pOpMamMIO TpeThHM. JmuaMm 0e3  corjacs
ee obnanares

JleiicTBus (Omepanyn) ¢ NEPCOHANBHBIMH JaHHBIMH, BKIIHOYAA
c6op, cHCTEMAaTH3aLMIO, HAKOTUIEHHE, XPaHCHHE, YTOYHEHHE




Oneparop

IlepconanbHbie TaHHbIE

¥Yrpo3a GesonacuocTu
HHpOPMAIIHH

Vs3sumMocTh

LlenoctHocTs

(oGHOBIERHE, H3MEHEHNE), HCTIONB30BAHHE, pacnpocTpaHeHHe
(BTOM wmcie mnepenauy), obesnmumBamme, GrOKHMpoBaHme,
YHHUTOXEHHE NMEePCOHANBHBIX TaHHBIX

TPOKJAHHH HJIM  JOPHIMYECKOE JIMLO, OCYIIECTRISIONHE
ACATCIIBHOCTE 1O IKCIUTyaTaunn WHPOPMALUHOHHONH CHCTEMBI,
B TOM yHucine mo obpabotke MH(poOpMaimm, conepiaueiics
B ee 6a3ax JaHHBIX

JlrobGast nnpopmanus, otHocamasncs k OpsMO HJIH KOCBEHHO
ONpE/Ie/ICHHOMY, HJIH ONIpe/ieNsieMoMy (hH3HYecKoMy ity
CoBoKymHOCTH  yCclOBHN M (haxTopos,  cosmarommx
MOTEHIHATBHYIO HIH peaibHO CYIIECTBYIOLIYIO
ONacHOCTh,  CBS3aHHYI0O ¢ yTeukod  mH(OpMarmu
/UM HECAaHKIMOHUPOBAHHBIMA H/HITH HeIpe/IHAMEPEeHHBIMH
BO3/IEHCTBHAMH Ha Hee

Henocrarox (cnabocts) [IPOrpaMMHOI'0
(IPOrpaMMHO-TEXHHYECKOT0) CPE/ICTBA HITH HHPOPMALIHOHHOH
CHCTEMBI B [€JIOM, KOTOphIH (KOTOpas) MOXeT ObITh
HCIONB30BaHa  JUId  pealus3alu  yrpos  0e30macHOCTH
uHpopMaLHH

YeroiftynBocTe  MHGOpMaUMH K HECAHKIIHOHMPOBAHHOMY
WA CITyYaliHOMY BO3JEHCTBHIO HA Hee B mpolecce 06paGoTKu
TEXHHYCCKAMH CPE/ICTBAMH, DPe3yJbTaTOM KOTOPOr0 MOKET
OBITH YHHYTOXKEHHE U HCKaXKeHHe HHpOPMALHH




IT'OCTP
[ToruTHka

I'BAOY

®CB Poccuu
®OCTIK Poccun

OBO3HAYEHUS U COKPAUIEHUSA

['ocynapcreennsiii crannapt Poccuiickoit ®Menepanuu

[Tosmruka uHGOpMaAMOHHON Oe3onacHocTH ['oCyaapcTBEHHOTO
GIO/DKETHOTO  JIOMIKOJBHOIO  00pa3oBaTebHOTO  YUpeXIIeHHs
JCTCKHA cajn Ne 64 ITpumopckoro paiioHa
Cankr-IlerepOypra

locynapcTBenHoe  OIO/DKETHOE  JIOMKOMBbHOE —00pa3soBaTelbHOE
yupexxaenue gerckmii can Ne 64 Ilpamopckoro paiiona
Cankr-Ilerepbypra

®enepansHas ciyxba 6e3onacHocta Poceuniickoit Denepanuu
®eepanbHas ciyx0a no TEXHHUYECKOMY H 9KCIOPTHOMY KOHTPOIIO



"

1 OBIUME MOJIOKEHHUS

Hacrosimas TMonmunka sensercs AOKYMEHTOM, ONpPE/ICIIIONAM HANPABICHHS ACATENLHOCTH
B obnactn oGecreuenus HH(pOpMaUHOHHOH  GesomacHocTH  n NpeJCTaBIsSeT  coboii
CHCTEMaTH3HPOBAHHOE M3JI0XKEHHE Hellel | 3a/1ay HH(pOPMaIHOHHO GesonacHocTh, Kak 0HO HiH
HECKOIBKO NpaBHII, [POLEIYD, NPaKTHYECKHX IPHEMOB M PYKOBOJSANIMX NPHHIIAMNOB, KOTOPBIMH
pykosoactsyercst OO, a Takke OpraHM3aNHOHHBIX, TEXHONOTHYECKHX M NPOLETYPHBIX ACHEKTOR
obecnieuerus HEPOPMALHOHHOH Ge301aCHOCTH.

ITonoxenns Hactosmer [lomutukm  me PaclpocTpansioTcs Ha  obecneueHue
HHpOpManOHHO# GezomacHocTn CBEICHUH, COCTABIISIOHX FOCYAapCTBEHHYIO TaiHy.

OcHoBHOW 3anaveii B o6nacTu HHOOPMaIMOHHOH  Ge3onacHocTH OO npusnaer
COBCPIICHCTBOBAHUE MED W CpelcTB obecmeveHHss 3amuThi HHDOPMALHH  MHYOPMALHOHHEIX
pecypcoB OO B kOHTekcTe pasBuTHS 3aKoHonatrenbeTea  Poceniickolil ®enepauun HOPM
PETYJINPOBaHUS HH(DOPMAIMOHHON JeSATe/bHOCTH B TCKYUIHX  YCIOBHAX (yHKIMOHHPOBaHHS
HHOOPMaMOHHOrO MO, _

[Ipu paspabortke IMonuruky YAUTBIBATHCH OCHOBHBIE TIPHHIMITBI CO3/IAHHS CHOTEM 3alIHTHI
WHOOPMANMH,  XapaKTepHCTHKH BOIMOXXHOCTH  OpraHM3alMOHHO-TEX HHYECKHX mep
H COBPEMEHHBIX I1POrPAMMHBIX H allIapaTHO-NPOrPAMMHBIX CPEJICTB 3aITHTEL HHpOpMAaLHH,

B pamxkax coeii gesrensnocrn 00 00s13yeTes IpeAMpHEAMATEH Bee BO3MOJKHBIE MEPEI JUIst
3aIHTEL HHPOPMAIIHK OT yTpo3 Ge30macHoCTH HH(pOpMaIHH.

TpeGosanus uadopmanmonnoii besomacnocTh, cootsercTyIOT HIEMISIM AearensHoct 00 u
NPCIHASHAYEHB! Ul CHHXKCHHS DHCKOB, CBS3QHHBIX C peammsauueii yrpos 6e30macHOCTH

IommTHka n0cTynHA Beem pabotrukam OO u BceM 10Ib30BaTe ISM €I'0 PECYpPCOB.
2 IEJIM M 3AJAYH OBECIIEYEHUSI HH®OPMAILIMOHHO¥ BE3OIIACHOCTH

Cyb6nexTnr nrdopManHonbIi oTHOmMenNi

Cy6wexramu npu obecrieuenun HH(pOpManHoHHOI 6e3onmacHocTn 8 00 SBJISFOTCS:

- pabOTHHKH CTPYKTYpPHBIX nojpasaenenuii (B ToM gncie YBOJICHHBIE),

- 'paXkJake, paboTarouise 1o 10roBopam PXKIaHCKO-NIPABOBOTO XapakTepa;

- (usuueckne nuua, npencrasuTenn KOHTPareHTOB B pamMKax HCIOJHEHHS JOTOBOPHBIX
0043aTeIbCTB; F

- pu3HYeckue Muna, NoxaBIIHe obpammenue B anpec 00:

- IOPHIIMYECKHUE JIMIIA, B PAMKAX HCHOIHEHUS AIOTOBOPHBIX 00S3aTE/IBCTB MITH BO HCHIOJHEHHH
TpeGoBanHmii CO CTOPOHBI 3aKOHOMATE TbCTRA Poccuiickoit Qenepanuu;

- OpraHel rocy/JapcTBEeHHOH Bi1acTH.

ObsexTr HEGOpMANHORHBIX oTHOmMeHMIi

OGbexraMu HHYOPMAHOHHEIX OTHOMEHHI SABJISIOTCH:

- HH(opMaiHonHble pecypes 00;

= TOCYIapCTBEHHBIE HH(OPMALHOHHBIE CHCTEMEI Oneparopom KOTOpBIX  SIBJISIETCS
00;

- mpoueccsl 06paboTkn uHpOpMalmu B HH(POPMALHOHHBIX CHCTeMax 00, nnpopmanmonnsie
TEXHOJIOTHH, periaMenTs H IPOLENYPhI cbopa, 06paborku, XpaHeHHus.
U nepeaayn uHGopManyu;

- HHpOopManHoHHas HHQPACTPYKTypa, BKMOYAIOMAS CHCTEMEI 00paboTku, xpaHenus
H aHatu3a HHGOpPMaLEK, TPOrpaMMHbIE 1 TpOTrpaMMHO-anTMapaTHbie CPEACTBA, B TOM YHCIIE KAHATET
CBSA3H U TEJIEKOMMYHHUKAIHH,

- CHCTCMEI H CPE/ICTBA 3aIUTHI HHPOPMALHH, 06BEKTEl | TIOMCIIEHHS, B KOTOPBIX pa3MeIeHs!
cpeactsa 06pabotku nadopmarmy.

Lemn oGecnieuenns HHpopManHouHoii GezonacHocTn .

OcHosHoli Henbio obecrneyeHnus uHpopMaiHorHoii 6esonackoctn 00 sBIMOTCS JeHCTBHS
HaNpaB/ICHbl HA JOCTHXXEHHE 3alMThI CYGLEKTOR HH(QOPMALIHOHHBIX OTHOIIEHHH OT BO3MOXHOTO
HAHCCCHHS MM MAaTepHANBHOrO, (H3MYECKOro, MOPATBHOrO MM HHOro ymep6a, mocpeacTBoM
Ciry4aiHOro HITH TIpeTHAMEpPeHHOT0 BO3JEHCTBHS Ha HHpOpMaIHo,




B TOM YHCJe:

- obecneuenus OTKa30yCTOHYHBOro bynkIOHEUpOBanHs MPOrpaMMHBIX
H alnapaTHo-nporpaMMHeIX cpezcts OO H NpenocTasisieMbIx CEPBHCOB;

- COOMIONIeHHs NPAaBOBOTO peskuMa HCIIOMB3OBAHMA MAacCCHBOB M CPEJCTB  06paboTky
uHpOpMAaIHH;

- TPCIOTBpALCHAS peanu3alik yrpo3 6e30nacHOCTH HHPOPMAIMH TIPH OCYIIECTRICHHH
aearensHoctr 00,

3anaun obecnevenns HH(pOpManHOHH O OeszomachocTn

Hoctuxenne nencit obecnevenns HHpOPMALHOHHOI Ge30nacHocTH u CBOMCTB HH(pOpMarny,
OO pemaercs crenyrommmu 3anagamu:

- 3alIHTBI OT HECAHKLIMOHUPOBAHHOTO JIOCTYIA K HHPOPMAIIHOHHBIM pecypcam;

- PA3TPAHNHCHHS J0CTYTIA MOIb30BATENCH K HHQOPMALIHOHHBIM, aIrnapaTHbIM, POrPaMMHEIM
U HHBIM pecypcam;

- PCTHCTpalMM M NEPHOIMYECKOTO KOHTPOIS AeiicTBHi none3oBatenei npu obpaborke
3alMmacMoi HHGOPMALMH | IePHO IHYecKHii KOHTPOJIb KOPPEKTHOCTH MX JeHCTBHIL;

- KOHTPOZIS HETOCTHOCTH Cpeibl MCTOJHECHHS NPOrpamMMm u ee BOCCTaHOBJICHHE B Cilydae
HAPYIICHNUS; "

- obecnevyenus ayrentHpuKauEH HICHTHUKAIMK  noTb30BaTeel, YYacTBYIOIIHX
B HHDOpMannoHHOM 06MeHe;

- obecneuenns  McrpaBHOCTH [IPHMEHACMEIX B MHOOPMALMOHHBIX  CHCTEMAx
OO cpencts 3ammTs! nEpopMarK;

- CBOCBDEMCHHOTO BBIABICHHE HCTOYHHKOB YIpO3 6e30MacHOCTH HHQOPMAIMH, npHYHH
H  YCIOBHI, CMOCOOCTBYIOIINX  HAHECEHHIO ymepba  3aHHTepecoBaHHBIM cybsexram
HHPOPMALMOHHEIX OTHOUICHHIA;

- CO3/TaHHEM CIyXObl MOHMTOPHHIA H PearHPOBAHHS Ha yrposst Ge3onacHocTd HHpOpMAIHH
H HETaTHBHBIE I10C/IE/ICTBHS;

= CO3/IaHHEM YCIIOBHH TSI MEHHMH3AIHHA HAHOCHMOT'O ymepba HenpaBOMePHbIMHU JeHCTBHSIMY,
H YCTpaHEHHE NOCTIC/ICTBHH HapyIICHHS HHOPMALHORHOM Gesomacuoctn B 0O.

Pewenue Bhienepeunciennsx 3axag 8 00 OCYIIECTBIAETCS IIOCPEICTBOM:

© YHETa BCEX NOIEKAIHX 3aMTe HHOOPMAITHOHHEIX pecypcos;

- KKYPHAMPOBAHHS IEUCTBHIT IIePCOHANA, OCYIIECTRIAMOMETO obciyxuBanue H Mo pHUKaLHIO
TPOrPaMMHBIX H NPOrPAMMHO-IIIAPATHBIX CPECTR HH(pOPMALHOHHBIX CHCTeM:;

- PCrIaMEHTalMu  npoueccoB  o6paboTkn UHpOpMaLHH, JelicTBHiIl paboruukos OO,
OCYIICCTBISIOMMX HKCIUTyaTalHio POrpaMMHBIX H [IPOTPaMMHO-ANMAapPaTHLIX CPEJICTB, HA OCHOBE
YTBEPA/ICHHBIX OPraHHU3alHOHHO-PACTIOPSIMTEBHBIX JIOKYMEHTOB 110 3auuTe HHpOpPMAaIMK;

- HASHAYCHHA W NIOZrOTOBKOH paGOTHHKOB, OTBETCTBEHHBIX 3a OpraHHM3aUMIO H OCYILECTRIICHHE
MEPOTIPHATHI 110 0becnieuennio nEGOPMAIHORHOMN Ge30MACHOCTH B 00;

- HAJICTICHHS KaKIOTO pabOTHHKA MHHHMAIBHO HEOOXOIHMBIMH npaBaMu npu pabore
B HHGMOPMAHOHHOM HH(PACTPYKTYPe COrNTACHO MX 0KHOCTHRIM 00SI3aHHOCTAM;

- COOMONeHHs BCeMHA paGoTHHKAMH, IKCILTYaTHPYIOUIUMH H 00CITYKHBAIOLIAMH porpaMMHeIe
H  NpOTpaMMHO-anmapatHble  CpeiCTBa, TpeGoBaHMIk OpraHH3alHOHHO-PACHIOPAHTENBHbIX
AIOKYMEHTOB 110 BOTIpOCam obecrieyeHus HHYOPMaHOHHOI] Ge3zonacHocTH;

- NICPCOHANILHON OTBETCTBEHHOCTBIO KAXIOTO pabOTHHKA 33 CBOH ACHCTBHS, YYaCTBYIOIIErO
B pamKax CBOUX (yHKIHOHAILHBIX 0GfA3aHHOCTEH B fporeccax aBTOMAaTH3HPOBAHHON 06paboTku
HH(DOPMAIHH ¥ HMEIOLIEro AOCTYTI K pecypcaM HHPOPMALIHOHHEIX CHCTEM:

- PeAIH3ANMEH TEXHOJIOTMYECKHX NpONeccoB o6paboTKu HHOPMAIMK ¢ MCrOlB30BaHHEM
KOMILICKCOB ~ OPraHM3alMOHHO-TEXHHYECKHX MEp  3alIuThi NpOrpaMMHOIo  obecreyeHus,
[IpOrpaMMHO-aNIapaTHEIX CPEJICTB;

- TIPMHATHS ME€p 1O O00eCHeYeHHio (HM3MYecKoll HEeNOCTHOCTH NPOr paMMHO-aNIapaTHbIX
CPeACTB WHOOPMALUMOHHEIX CHCTEM M TO/UIEpXKAaHUEM HEOOXOMIMMOro YpOBHS 3aIHINEHHOCTH
KOMIIOHEHTOB;

- HCHOJIb30BAHMA POLPAMMHBIX M TIPOrPAMMHO-ANNAPATHEIX CPECTB 3alIUTEI HHGOPMALHH
obpabarsiBaeMom B OO 1 aIMHHHCTPATHBHOH MOJUIEPXKKOH WX HCIIOIb30BAHMS;




- paspabotku n PEUM3AIMH  MpeIokKeHnii 1o COBCPIICHCTBOBAHHIO CHCTeM 3alIHTI
aHbopMatmn B 00.

3  [PUHIMNBI OBECIIEYEHUSI HH®OPMAIIMOHHOI] BE3OIMACHOCTH

Obecneyenne HHpOpManHORHOI GesonacHocTH, nomKHO OCYWIECTBIATLCA B COOTBETCTBHU
€O CACAYIOMHMH OCHOBHBIMH IPHHITHIIAMH:

Hpuauun 3akonnocrn

8 cepe samuTs uupopmary, lIporpammuo-annaparugie CpeAcTBa, npuMensiemsie B 00, 10mKHED
HMETB  COOTBETCTBYIOINHE JMIICH3HH,  ounHaIBHO npHoGpetatbes  y TIpe/ICTaBATEEH

HNpuanan komnaexenocrn
Kommnrexcroe nenonssopanme CPCACTB 3aKMThl MHGOPMALHH Npenmonaraet COTJIacoBaHHOE

HH(OPMANHOHHYIO 6e30nacHOCTE,

HMpauuun CBOEBPEMEHHOCTH

PaspaGotka cucremsr sampre HHDOPMALHK 10/DKHA BecTHCE NapajuiesibHo ¢ paspaboTkoii
H  HHQOPMALMORHOH  CHCTeMEL 910  no3sommr YHeCTh  TpeGoBaHHs  GesomacHocTH

dlymcnnonnponannx HHPOPMALMOHHEIX cHCTeM H CHCTEMBI ee 3ammTH ¢ Y4E€TOM H3MeHeHwmii
B METOZax M cpencraax nepexsara uHpoOpManuu, HOPMAaTHBHBIX TpeGoBanuii o 3almTe



IIpHHUMN 060CHOBAHHOCTH M TEXHHYECKOI peaan3yeMocTH

MudopmannoHHbie TEXHONOTHH, MPOrPaMMHbIE H POrPaAMMHO-AIIAPaTHBIE CPeJiCTBa, MepBI
3aUHTH WHPOPMAUMA JIOMKHBI OBITh PEaIH30BAHEI 0 COBPEMEHHBIM PEIICHHAM, 0OOCHOBAHEI
€ TOYKH 3pEHHS JOCTHXCHMUS 3a[aHHOTO YPOBHS 3aUIHINCHHOCTH WHOOPMALMH H SKOHOMHYECKOH
1e71eco06pasHOCTH, @ Taloke COOTBETCTBOBATH YCTAHOBIEHHBIM HOPMaM M TpeGOBAHMAM
no 6esonacHocTH HHpOPMALHH.

Hpuamun npodeccHona nzma

Peanusauus Mep 3ammthl MHOPMALMH M IKCIUTYaTallUsi CPEICTB 3alIATHI uHpopManuu
JI0OJDKHA OCYHIECTBIIATBCS MPO(PECCHOHATEHBIMH CIIEIHATHCTAMH.

IlpnBietenne cnenraM3nPOBAHHEIX OPraHU3alHii K pa3paboTKe CPEICTB M pealn3aliy Mep
3aKMTEl MHPOPMAIHH, TOArOTORJICHHBIX K KOHKPETHOMY BHY AESTEJBHOCTH MO0 OBECICUCHHIO
5e30MacCHOCTH HHPOPMAUMOHHBIX PECYPCOB, HMEIOLIHX ONBIT PAKTHUECKOH pabOTh M JTHIIEH3MH Ha
NpaBo OKa3aHHs yCIyT B ATOi 06J1acTH.

IpHHIAN MHHEMHA3AIMH IPHBHIIETHIl 10/1b30BaTET€H

OGecneuenne nomp3oBaresell MPUBAIETHSMH MEHHMATBHO JIOCTATOYHBIMH JUTS BHITIOTHEHHS
HMH CBOMX JIOJDKHOCTHBIX o0s3anHOCTE#H B O0.

4 OCHOBHBIE TPEBOBAHHUS 110 3AILIUTE HWHO®OPMAILIUU
OTPAHUYEHHOI'O JOCTYIIA

Cucrema sammThl MEQOPMaIMH JIOMKHA MPEAYCMATPUBATh KOMILIEKC OPraHH3ALMOHHBIX,
HIPOrpaMMHBIX H IPOrpaMMHO-aNNapaTHbIX CPEACTB M MEp M0 3aluTe HHPOPMALMK B Tpoiecce
ee 00padoTKu.

Bemonsenne TpeboBaHMil 0CTHraeTCA 3a CYET PEAH3AllN HA 0OBEKTAX nHpoOpMaTH3aALHH
Mep 110 3amure HHYOpMaLKK:

- WACHTH(HKAIMHK ¥ ayTCHTHQUKALHK CYOBEKTOB JI0CTyNa H 00BEKTOB J0CTYNA;

- VIPABIICHHIO I0CTYIIOM CYOBEKTOB I0CTYIa K 0OBEKTaM A0CTYIa;

- OrPaHUYEHHIO TIPOrPaMMHOM Cpeibl;

- 3al[HTe MALIHHHBIX HOCHTE/ICH NEPCOHANBHBIX JIaHHbIX;

- perucTpanuu cobbiTHii Ge30macHoCTH;

- AHTHBHPYCHOH 3al1uTe;

- OOHapyXeHHIO BTOPIKEHHIH;

- KOHTPOJIIO (@HANH3Y) 3aIHIICHHOCTH NEPCOHAIBHBIX JaHHBIX;

- obecreueH IO NEeNOCTHOCTH HH(POPMALIHOHHON CHCTEMBI H TIEPCOHAIbHBIX JAHHBIX;

- obecrieyeHnio JOCTYIHOCTH NIEPCOHATBHBIX JIAHHBIX

- 3aIMTHI CPE/Ibl BUPTYAIH3aLHH;

- 3aLIUTHl TEXHHYECKHX CPE/ICTB;

- 3aLUTHl HHPOPMAIIHOHHON CHCTEMBI, €€ CPE/ICTB, CHCTEM CBSA3H H IEPE/Iaul JTaHHBIX;

= BBISAB/ICHHIO HHIMCHTOB M pearHpOBaHKe HA HUX;

- yOpaBieHHIO KOH(Hrypaimell WHOOPMAIMOHHON CHCTEMBI M CHCTEMBI 3alIUTHI
HEPCOHANBHBIX JaHHBIX.

00, xak obnanarens HHOPMAIMH OrPAHHYEHHOTO JOCTYIIA, IPH OCYIICCTBICHHH CBOMX
npas 00s13aHO:

- cobmoaTh npaBa H 3aKOHHBIC HHTEPECHl HHBIX JIHLL;

- IPHHAMATh HEOOXOAMMBIEC MEPHI 110 3alMTE HHPOPMALIHH;

- OrpaHHYMBaTh JAOCTYH K HH(pOpManuM, ecinu Takas OOf3aHHOCTH YCTaHOBJIEHA
3aKoHoaTeIbeTBOM Poccuiickoit @eneparium.

B Tom uucie OO, Bnpase eciii HHOE He MPEIYCMOTPEHO 3aKOHOMATEILCTBOM PocCHiicKoi
®denepanun:

- paspeliaTh HiH O PAHHYHBATH JOCTYII K HH(POPMAIHH, ONIPE/ICTIATH MOPSIOK H YCIOBHS TAKOTO
JOCTYIa;

- HCTIOJTb30BaTh HH(OPMALIHIO, B TOM YHCJIE PACTIPOCTPAHSTE €€, 10 CBOEMY YCMOTPEHHIO;

- nepejaBarh HMH(OpMaAlMIO JPYrHM JIHI[AM HA YCTAHOBJIEHHOM 3aKOHOJATEIHCTBOM
Poccuiickoii @eepariiy 0CHOBAHHH;




- 3AIIHINATH YCTAHOBJIEHHBIMY 3aKoHOaTeIbeTBOM Poccuiickoit @eziepanuu ciocobamu CBOH
TIpaBa B CJlydae He3aKOHHOTO TOJTy4eHHs HHPOPMALIHH HIIH €€ HE3aKOHHOIO MCTI0/Ib30BaHHs HHBIMH
JIMLIAMH;

- OCYIIECTB/ISTH MHBIE JEHCTBHA ¢ MHOpOpMaNuell WM paspemarh OCYNMIECTBICHHE TakKHX
NeHCTBHI, €caM JTH JeWCTBHS He [poTHBOpevYarT (QenepatbHBIM 3aKOHAM MW JPYTrHM
HOpMAaTHBHO-NpaBoBbIM akTam Poccuiickoi Menepanun.

3ammura WAGOPMALMHA OrPAaHHYEHHOTO JIOCTYNa TpescTaBnsieT coOOH  mpHHsTHE
OpraHH3alHOHHBIX ¥ TEXHHYECKHX MEP, HAIPABICHHbIX Ha:

- cobmonenye KOHQHACHIMATEHOCTH HHOOPMAIMK (HCKIIOYEHHE HENPABOMEPHOTO 0CTYNA,
KONHMPOBAHMS, IPEJOCTABICHHS HIIH PAaCIPOCTpaHeHHs HHpopMaIuK);

- obecrnieyenue 1eJI0CTHOCTH HHpOpMAaLHK (MCKITIOYEHHE HEITPaBOMEPHOTO YHHUTOKCHHUS
Wi MOAHGHIMPOBAHHS HH(OPMAIIHH);

- peanM3anHIo Npasa Ha JI0CTyn K HHopMauuu (HCKIoYeH:e Henpanomepnom OGIOKHPOBaHUS
HH)OpPMALHH).

Cpezncrsa 3alMThl MHpOPMAIMH BHEJPSIOTCS 11O Pe3yJILTATAM MPOBEIEHHS OLEHKH PHCKOB
nmpopuauﬂonﬂoﬁ Oe30omacHOCTH.

. Opraauzanus 3amuThl HHGopManHH

[Ipu oprammzammu B OO 3ammTel HHGOPMANHH, JODKHBI BBINOJHATHCS TpeOOBaHMS
®enepansHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 unpopmauuu, HHOOPMALMOHHBIX
TEXHOJIOTHSX H O 3amure HHPOPMAIHH», KOTOPBIE pETYJIMPYIOT OTHOIIEHHS, CBA3aHHBIE
C YCTAHOBJICHHEM, H3MEHEHHEM H NPEKpalCHHEM pekuMa 00paboTKHA 3alHIacMOi HHPOPMATIHH.
B toMm umcne TpeGoBaHus O 3alquTe HHYOPMAIMH, HE COCTABISIONIEH rOCYAapCTBEHHYIO TaifHY,
coziepaleiics B TOCYapCTBEHHBIX HMH(OPMALMOHHBIX CHCTEMAX YTBEPXK/EHHbIE IPHKA30M
@®CTIK Poccun ot 11.02.2013 Ne 17 «OG6 yrBepxaeHnu TpeGoBaHMii 0 3amuTe HHPOPMALKH,
HE COCTABIAIONEH  TrOCYJAAapCTBEHHYIO  TaiHy, COJepXaleics B rocylapCTBEHHBIX
HHGOPMALMOHHEIX CHCTEMaxX» JUIS TrOCYIapCTBEHHBIX HH(POPMANHOHHEIX CHCTEM MO KOTOPBIM
00 sBasiercs OnepaTopom.

B OO noMuMo pean3alidd OCHOBHBIX Mep 3aIHThI HHPOPMAIHK OCYIIECTBISETCs:

- perylspHas OUEHKA ¥ YNpaBleHWE pHCKamMH HMHQOpMAMOHHOH OesonacHocTH
B COOTBETCTBHH ¢ YCTAHOBJICHHBIMH ITPOLIE/lypaMH B 00/1aCTH YNIPaBJICHUS PHCKaMu;

- umadopmupoBanue, OOydeHHE M  NOBBINEHHE  KBATMQHKAMH  PabOTHHKOB
00 B chepe nHPOPMALTHOHHOI HE30MACHOCTH;

- MerojWyeckas momomlp paboTHEKaM B Bompocax obecneueHHs HHPOPMALMOHHON
6e30MacHOCTH;

- AHAJIW3 W TIOMCK BO3MOKHOCTEH 110 MOBBILICHHIO YPOBHS 3alHINEHHOCTH HHOOPMALIHH.

Jins opranmsanuu 3ammTel HHGOpManuu, OO BhpaBe NPHMEHSATh CPEACTBA H METO/IbI
TEeXHHYECKOH 3alMThl, MNpPEANPHHHUMATH JApPYrHe, HE MPOTHBOpEYalllie 3aKOHOJATEIbCTBY
Poccuiickoit ®ezepannn, MEpbl.

B pamxax ofecrieuenus 3aliuThi HHQOPMAIHH, B PAMKaX TPYAOBBIX OTHOILICHHI HEOOXOIMMO
03HAKOMHMTB T10]1 POCIIHCH PAGOTHHKOB, JAOCTYII KOTOPBIX K HH(POPMAIMH OTPaHHYEHHOr0 J0CTyNa,
HEOOXO/M JUISi BBIONHEHHS HMH CBOMX JOJDKHOCTHBIX O0S3aHHOCTEH, ¢ IepedneM HHpopMaimm
OrpaHHYCHHOTO JIOCTYNA, H npuHATEIME B OO MepaMH 3aliTs! HHpOpMAalHy.

OcobeHHOCTH 3AMHTHI NePCOHAIbLHBIX IAHHBIX

ITpu opranu3aiun 06paboTku B OO nepcoHaIbHbIX JaHHBIX HEOOXOMMO PYKOBO/ICTBOBATLCA
TpeboBaHHIMH @enepanbHOro 3aKOHa oT 27.07.2006 Ne 152-@3
«O mepcoHaIbHBIX JTaHHBIX).

IlepeueHs Mep, BbINOJNHEHHE KOTOphix obecneunBaer OO B KadecTBe oneparopa
NepPCOHANIBHBIX JaHHBIX, JIOJDKEH BKIIIOYATD!

- HasHayenwne B OO OTBETCTBEHHOTO 32 OPraHM3aLHIO 00PaOOTKH MEPCOHATBHBIX JAHHBIX;

- pa3spaBoTKy I0KYMEHTOB, ONIPE/IE/ISFONIHX PABKIA B OTHOLICHHH 06PaGOTKH MEPCOHATBHBIX
nauneix B 00, JTOKaJbHBIX aKTOB 1O Bornpocam 00paboTKH NMepcoHaIbHBIX JaHHBIX:




- NPUMEHEHHE OPraHM3alMOHHBIX M TEXHHYECKHX Mep 1o obecredeHuio O0e30macHOCTH
MEPCOHANBHEIX JAHHBIX B COOTBETCTBHM €O crarthedl 19 ®enepansHoro 3akona or 27.07.2006
Ne 152-@3 «O nepcoHaIbHBIX JAHHBIX);

- BBINIOJIHEHHE TPeOOBaHHUI 110 COCTaBY H COACPKAHMIO OPraHU3ALMOHHEIX U TEXHHYECKHX Mep
no obecrieyerHHio GE30MACHOCTH NEPCOHAILHBIX JaHHBIX IPH HX oOpaboTke B MH(GOPMAMOHHBIX
CHCTEMAaX MEePCOHANBHBIX TaHHBIX yTBepKAEHHBIX [Tpukazom ®CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBep)KIEHHH COCTaBa H COJAEPKAHUS OPraHH3aIlHOHHBIX H TEXHHYECKHX MeP 110 00ecIeyeH IO
0€30MacHOCTH TEPCOHANBHBIX JAaHHBIX NpH HX oOpaboTke B HHPOPMAIMOHHBIX CHCTEMax
NEPCOHANIBHBIX JaHHbBIX»; '

- OIEHKY Bpela, KOTOphIH MOXeT OBITh NpHYHHEH CYOBEKTaM NepCOHATBHBIX JIAHHBIX
B ciayuae Hapymenus Penepansroro 3akoHa Ne 152-@3, cooTHOIICHHE yKa3aHHOrO Bpena
H NPUHAMAEMBIX ONEepaTopoM Mep, HANpABICHHBIX Ha oOecriedeHHe BHINOIHEHHS 00sS3aHHOCTEIH,
npeaycMoTpeHHbIX @enepanbubiM 3akoHoM Ne 152-D3;

- o3HakomjeHnue paboTHukoB OO, HENOCPEACTBEHHO OCYIIECTBISIOMMX 00paboTkKy
NEPCOHANBHBIX  JIAHHBIX, C [OJOXKEHHAMH 3aKoHojarenscTBa Poccuiickoit  @enepanuu
O MEepPCOHANBHBIX JAHHBIX, B TOM uHC/e TpeDOBaHMAMM K 3alATE TNEPCOHATBHBIX IaHHBIX,
JAokymeHTamu, onpesernsiomumu Tpebosanus OO B oTHOMEHHHA 06pabOTKH NMEPCOHANTBHBIX TaHHBIX
u obyuenue, Npy HeOOXOIMMOCTH, YKa3aHHEIX pabOTHUKOB.

O6ecnieyenue 6e30MaCHOCTH NEPCOHAIBHBIX JAHHBIX JOCTHIAETCS, B YACTHOCTH:

- ONpefielieHHeM yrpo3 W HapymuTesJed 0e30macHOCTH NEpCOHANBHBIX  JIaHHBIX
nps ux 06paboTke B HHPOPMAITHOHHBIX CHCTEMAX MEPCOHATBHbIX JIAHHbIX;

- OmpelesieHWeM YpPOBHS 3alIHINEHHOCTH TMEPCOHAIBHBIX JAHHBIX B COOTBETCTBHH
¢ tpeboBannsmu ITocranosnenus [Ipasurenscrsa Poccuiickoit ®@enepamuu or 01.11.2012 Ne 1119
«O6 yreepkiaeHuu TpeGOBaHMI K 3alMTe TNEPCOHATLHBIX JaHHBIX npuH HX obpaboTke
B HHPOPMAIHOHHBIX CHCTEMaX IIEPCOHAIBHBIX TaHHBIX);

- NPHUMEHEHHEM MPOUICANTHX B YCTAHOBJICHHOM MOPAJAKE NMPOLEAYPY OUEHKH COOTBETCTBHS
CPeACTB 3aluThl *HYOPMALIHH;

- OLeHKOH 3()(PEeKTHBHOCTH MPHHHMAEMBIX MEp M0 3all[Te NEePCOHATIBHBIX JIAHHBIX JI0 BBOJA
B IKCILTYaTaLHIO HHPOPMAIHOHHON CHCTEMBI IEPCOHAIIBHBIX JIaHHBIX

- BOCCTAHOBJICHHEM MEPCOHAIBHBIX JaHHBIX, BCIICJCTBAE NMOJTYIEHHS HECAHKIHOHHPOBAHHOTO
JOCTyIa K HUM;

-  YCTAaHOBIEGHHEM MPaBWI JIOCTyNa K IE€pPCOHANBHBIM [IaHHbIM, 00padaThiBaeMbIM
B HHOOPMANMOHHBIX CHCTEMaX MEPCOHANBHBIX JIaHHBIX, @ TaKkKe 0OecredeHHeM perHCTpalHu
H yYera BceX JIeHCTBHI, COBEpIIAEMbIX C EPCOHATBHBIME JaHHBIME B HHPOPMALIMOHHBIX CHCTEMax
NEePCOHAIBHBIX JaHHBIX;

- KOHTPOJIEM 3a IPHHHMAEMbIMHA MEPaMH 110 3aIUTE NEPCOHATBHBIX JIAHHBIX U ONPE/IEICHHOIO
YPOBHS 3alIUINEHHOCTH HH(OPMALMOHHBIX CHCTEMaX MNEePCOHATBHBIX [OaHHBIX B mpomecce

€€ JKCILTyaTalHH.

5 OCHOBHBIE TPEBOBAHUS K ITIPOLIECCAM OBECIIEYEHHS
UHO®OPMAIIMOHHOM BE3ONMACHOCTH

MeTtoauueckoe pyKOBOACTBO, pa3paboTKy pelleHHil no 3ammre HHGopMaluy, coriacoBanne
BHIOOPA CPEJICTB BHIYMCIIMTENBHOMH TEXHUKH, MPOTPAMMHBIX M MPOTPAMMHO-ANIIAPaTHbIX CPEACTB
3amuThl HHQOPMAIHK, OPraHH3alMi0 paboT MO BBISBJACHHIO BO3MOXKHOCTEH M MpPEAYIPEKACHHIO
yTeuKH H CBOHCTB 3ammmaemol HHpoOpMalmu, arrectanuio 00beKTOB HH(MOpMATH3ALHMH
OCYIIECTBIISIOT KOMIIETEHTHBIE CTPYKTYpHBIe no/pasenenns OO.

®u3uueckan 6e30NaCHOCTH

[puHsITHIE OPraHA3aHOHHBIC H TEXHHYECKHE MephI 110 3amuTe nomemerni OO, ceppepHOro
H KOMMYTAIIHOHHOTO OGOpYHOBaHHS, ABTOMATH3HPOBAHHBIX pabOYMX MECT [0JIb30BATENEH
uHDopManHoHHBIX cHcTeM OO 06eCneyHBAIOT PEaH3alKIO CICAYIOMUX MEP 110:

- pasrpaHHYeHHI0 JocTyna pabGoTHukoB B mnomenieHus OO B COOTBETCTBHH € HX
MOJIHOMOYHMSIMH H JOJDKHOCTHBIMH 0053aHHOCTAMH,




~ PErHCTpauuM (pakToB BXOIa PaGOTHHKOB B MOMEINEHHS B KOTOpBIX Bexercs obpaboTka
MEePCOHATIBHBIX JIAHHBIX ;

- KOHTpOJIHpYyeMOMY NpebbIBaHHIO NOCTOPOHHUX mu B OO B [IOMEIIEeHHs], B KOTOPLIX BeJeTcs
obpaborka wuH(pOpMauuM orpaHMYeHHOrO AI0CTYyNa ¥ pasMelleHbl anmnapaTHbie cpeacTBa
HH(OPMAIHOHHO# CHCTeMBL;

- OPTaHH3alHH PEXKUMA KOHTPOJIHPYEMOTO BHOCA/BBIHOCA CpeacTs o6paboTku HHOOpMArHH.

Homemenus OO nomkus! 66ITH obopynoBansl ACTCKTOPaMH OTHSA H JIbIMa, OTHETYIIHTEISAMH,
CHCTEMaMH KOHIHIHOHHPOBAHHS BO3/lyXa, CPeICTBAMK OXPaHHO-TIOKAPHOM CHIHATH3AIIHH.

OcHoBHOe cepsepHoe u KOMMyTauHoHHOe 0GopyaoBarne OO A0JKHO GEITH 3aLIHIICHO OT
nepeboeB B mojaye IIEKTPOIHEPrum MYTEM MNOAKTIOYCHHS K 3JIEKTPOCETH C MPHMEHEHHEM
HCTOYHHKOB  OecniepeGoiHOro nuTanust wu PE3C€PBHOTO  nu3esb-reHepatopa. MCTOYHHKH
becriepeGoiiHoro muTaHEs HEOGXOMMMO PETYJISIPHO TECTHPOBATH M TIPOBEPATH YIIOTHOMOYCHHEIM
pabotaukam OO B COOTBETCTBHH ¢ PCKOMEHAALMSIMH TIPOH3BOTHTEIS.

[lopraruBHele Texnuyeckne CPEACTBA He I0IDKHBI OCTABATHCA 3a MPeIeaMu KOHTPOJIUpYEMOH
30HBI OO Ge3 KOHTPOIIS O CTOPOHBI paboruukos Q0.

besonachocts Ha paGouem mecte

3anpemaercs BecTH 3ammch napojieii B OTKPHITOM BHjE Ha MarepHaIbHBIX HOCHTEINd,
33 UCKIIIOYCHHEM CITy4acB, PErIaMEHTHPOBAHHBIX METOIOB XpaHeHus.

HokyMenTsl B HOcHTenm c HHpOpMaIHell orpaHHYeHHOrO AoCTyna JO/DKHBI yGupaThes
B OneuarbiBaemele Mecta (ceifpbl, mkaper T.IL), TpH yxoume c pabouero wmecra.
Ha aBromarusupopannom pabouem mecre ITons3oBarens paboyas ceccus nomKHa GbITH npepBaHa,
paboumii cron 3abnokmposan. Bxon TIOJIb30BATENIA B CHCTEMY HE MNONKEH BBINONHATHCS
aBTOMATHYECKH.

HokymenTsi, conepsxamue HH()OPMALHIO OrPAHHYEHHOTO AOCTyNa, I0JDKHEI CPa3y H3bIMAaThCs
M3 [eHaTalomuX ycTpocTs. Jlns yruimsanmm KOHQHICHIMATBHBIX  I0KYMEHTOB, JI0JIKHbI
HCIIOIL30BaTLCA YHHYTOXKMTENH JHOKYMEHTOB He Hmdke 4 YPOBHS 110 cTaHAapTy Ge30macHOCTH,
TIPHMEHACMOMY K YHHYTOXKHTEIISAM A0KYMEHTOB.

Ilpn  wcnonesoBanmm  MOGHIBHBIX — TexHHYeCKHX CPeACTB  HEOOXOmMMMO  cobmoaaTh
AONONHUTE/IbHBIE MEPHI [0 perjaMeHTalHd | KOHTPOJIO MCIONB30BaHHA B HH(POPMALHOHHOMN
CHCTEME MOOHITBHBIX TEXHHYECKHX CPELCTB.

Haxoxnenwe npencrasureneii IODHIIHYECKHX JIMII B paMKaX HCIOTHEHHUS JIOTOBOPHEIX
00513aTeTLCTB B MOMEILEHMSX B KOTOpBIX BeAeTCs 00paboTka ME(OPMaLHK OrpaHHYeHHOrO JocTyna
HH(pOPMALMOHHOM CHCTEMBI, BO3MOKHO TONBKO B conposoxkaenun paGotauka OO nonymenHoro
o 06paboTku Takoi nrbopMary.

Pasmemenne rexuuyecknx cpeacTs BEBOjA nHpopManun B nomemenusx OO TIPOU3BOAMUTCS
€ YHCTOM HCKIIOYEHHS BO3MOXKHOCTH BH3YalIhHOTO IPOCMOTpa HHGOPMALMH TIOCTOPOHHUMH
JMUAMH B paGOTHHKAMH, HE IONYIIEHHBIM K pabore ¢ nannoif uHpopmanmeii.

Texnnyeckue cpencrsa 1omKHbI Pa3MEILATECA W XPAHUTBCS TAKAM 06pa3oM, 4To6k! COKpaTuTh
BO3MOXHBIH PHCK NOBPEXICHHS H YrPO3BI HECaHKIIHOHHPOBAHHOTI'O JI0CTYIIA,

Texnuueckoe obeayxuBanne obopynoBanus

Texnuueckne cpeacrea OO nomKHBI TIPOXO/ATE HAa' pPEryJsipHO#l OCHOBE CepBHCHOE
00CITy)KHBAHHE B COOTBETCTBHH C PEKOMCHIIALMSAMH POU3BOAMTENEH 060pYI0BaHHS.

PemoHT u cepBucHoe obcnyxuBanue 06opyaoBaHHS JAOJDKHBI  BBITIONTHATLECS  TONBKO
KBaJIH)UIEPOBAHHBIMH CTICIIHATHCTAMH.

Texuuueckoe obcmyxuBanue 060py/I0BaHHS CTOPOHHKMH OpPraHu3alusiMH HE JOJIKHO
MPUBOAHTE K PUCKY HAPYIICHHS KOH(DHACHIMATBHOCTH 3aIMIaeMOii uHpopmaimu.

B3aumoneiicrue ¢ Tpersumu anmavn

B nmensx o6ecneuenus uapopManmonHo#t  GesonacHoctn 00 NPH  B3aUMOJEHCTBHH
C TPETHHMH JIHLIAMH JIOJDKHO BBITIOTHATE CIIEYIOIHe MEPOTIPHATHS 110; ‘

= SaKIIOYCHMIO COIVIAICHHS O HepasrialeHnn HHQOPMaLHH OrpaHHYeHHOTO JaocTyna
TNOJTY4EHHOH B XO/€ HCTIONTHEHHS! IOTOBOPHBIX oba3aTenbeTs;

= OCYMICCTBJICHHIO KOHTPOJIS 3a ACHCTBHAMH npejcTaBuTeNnell KOHTPAareHToB B npenenax
KOHTpoJMpyemoit 30861 00, '




anmellue KHIHEHHBIM HHKJIOM HH@OPMHIIIIOIII]LIX CHCTEM

MeponpusTus B npolecce XH3HEHHOTO NUKIA HHPOPMAHOHHBIX cicTeM OO A0/KHBI GBITH
HanpaBjieHbl Ha obecreyeHHe 3amMTHl HHGOPMALMM NpPH BBOJAE B JAEHCTBHE, SKCIUIyaTAllHH,
CONPOBOXKACHHUH H MOJIEPHH3AIIHH, BEIBOJIA U3 IKCIUTyaTAIlHH.

OcnoBanveM 1pn pa3spaboTke HHOOPMAUMOHHBIX CHCTEM JOMKHBI SBISATHCS pelICHHS
NPHHATBIC HA CTagud (GopmupoBanus TpebGoBaHMi, coxepikale TpeOOBAHHS B TOM YHCIIE
M0 CHCTEME 3aIMThI HHPOPMAIUH.

JlioGoe mianupyeMoe K BHEJPEHHIO H3MEHEHHE HH(OPMAIHOHHON CHCTEMBI IPEIBAPHTENBHO
JIOIDKHO ~ OBITh  MPOAHAIM3UPOBAHO HA  COBMECTHMOCTH M OTCYTCTBHE  HapyIIeHHH
paboTOCTIOCOGHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPECTB 3alMThl HHMOPMAIIHH.

PaGoTbl 10 MozepHH3aUMM MHQOPMALMOHHOH CHCTEMbI, B TOM YHCIE 10 YCTAHOBKE
NPOrpaMMHOT0 obecrieueHus 1 OGHOBJIEHH, IOJDKHBI TPOBOANTHCS B Hepabouee BpeMs WITH BpeMs
HauMeHbIneH paboyeit Harpy3KH.

[Ipy BEIBOAE M3 sKCIUTyaTanud HMHOOPMAIMOHHEIX CHCTEM JODKHO O6ecreunBaThes
rapaHTHPOBaHHOE yJaienue oOpabaTeiBaeMol  XpaHUMOI B HUX HHPOPMAIIHH € HCTTOTH30BAHHEM
CPE/ICTB rapaHTHPOBAHHOIO YHHYTOXKEHHA HHGOOPMALMM HIH NyTeM (H3MYECKOro YHHUTOXEHHS
HOCHTENIeH HHOPMALIHH.

Bce mpoueaypst ofecnieyenus 3amMTBI  MHQOpPMAaUMM, ycTaHOBIeHHBle B 0O
B OTHOLICHHM HHYOPMAUMOHHBIX CHCTEM, JIOJDKHBI BBIIOMHATECA M KOHTPOJNHPOBATHCS
OTBETCTBEHHBIMH JIMIIAMH 34 OPraHH3aIHIo paboT Mo 3amuTe HHPOPMALIHH.

KonTpoas aoctyna k uHGpopMauHoOHHBIM CHCTEMAM

Bee -paborunkn OO, ponmymiennble k pabore ¢ HH)OPMAUMOHHBIMH CHCTEMAMH HECYT
NEPCOHANBHYIO  OTBETCTBEHHOCTh 33 HApylIEHHs YCTAHOBJIEHHOTO Mopsaka o0paboTk
uHOpMaIHH.

Y poBeHb NOHOMOYHIA 110/1b30BaTeNs B HHpopMarHoHHOH crucTeme OO 10JKeH OnpeaensThes
B COOTBETCTBHH C €r0 JI0JIKHOCTHBIMH 00S3aHHOCTSMH.

Joctyn nonb3opareneif k mHbOopMamHOHHBM cucTemaM OO JA0MKEH KOHTPOIHMPOBATHCS
aJIMHHHCTPATOPOM HH(POPMALMOHHOMN CHCTEMBI.

OcyiecTBiieH#ie PeryIspHOro KOHTPOIS BBINOJHEHHS OPraHH3alHOHHO-PACTIOPATHTENbHBIX
JAOKYMEHTOB, KaCaloLIMXCs perjamMeHTalu jonycka pabotaukoB OO K HHPOPMAaIHOHHBIM
CHCTEeMaM.

HaenTnduranus u ayreHTHGHKAIMS

Hoctyn nonssopareneii K HHGOPMALMOHHBIM CHCTEMaM JIOJDKEH MPEIOCTABIATECS TONBKO
noclie yCIeuHoro 3apepieHns HACHTHOHKAINHA, ayTeHTHHKALHN.

[lonydenne momb3oBaTenieM HMEHH B HH(OPMAIMOHHON CHCTEME M MApois, KOTOpbie
00ecneurBaloT A0CTYN K HHPOPMAIIHOHHON CHCTEME, JI0JDKHO OCYMIECTBIISATECS M0 IPEICTABIEHHIO
PYKOBOJIMTENS CTPYKTYPHOTO MOApa3eIeHuUsI.

Ynpasienne 1ocrynom _

B OO nomkHO OCYMIECTBIATHCS YNpaBlICHHE MOCTYIIOM K HHPOPMALMOHHOH CcHCTeMe
TOCPEACTBOM peanu3anii HEOOXOIMMBIX METOJIOB, THIIOB M TPABHI pasrpaHHYeHHs A0CTYyNa
nosb3oBaressiM HHGopmannorroi cucremsl O0. B ToM uncrie o6ecrieyen 3aluIeH bl yaTeHHbIIH
JAOCTYNl  cyOBeKTOB JocTyna K OOBeKTaM JIOCTYNa 4Yepe3 BHEIIHHE HHPOPMAIHOHHO-
TeNeKOMMYHUKAI[HOHHBIE CETH.

be3zonacHocrs npu padore ¢ HOCHTEIAMH HHPOPMATHH

PaGotarkn OO I0/DKHBI HCIOTB30BaTh TONBKO YYTCHHBIE CHEMHBIC MAINMHHbBIE HOCHTENH
uHGOPMALUK [UIS BBIOIHEHHS CBOMX MOJDKHOCTHBIX oOs3aHHOCTeld. Mcnmonb3oBanue CHEMHBIX
MalMHHBIX HocHTenel nadopmaiu B OO B HHBIX HEASX CTPOTO 3aIpeIleHo.

CbeMHble MaIIMHABIE HOCHTEH HH(POPMAIHH A0/KHBI XPaHHTCA B Olle4aThiBaeMbIX IKadax,
B [IOMEIICHUAX B KOTOPBIX NpeaycMoTpeHa obpaboTka HHpOpMAIHK OrpaHHYEHHOTO JOCTYIIA.

B crydae kpaku MM MOTEPH CHEMHOTO MAMIMHHOTO HOCHTENS HHPOPMALMH, a TAKXKE HHBIX
MHIHJICHTOB, KOTOPBIE MOTYT NPUBECTH K HApPYIICHHIO CBOWCTB MH(POPMAIMH OTrPaHHYEHHOIO
J0CTyIna, 10JDKHBI IIpOBO,[[HTbCﬂ MEPOINPHATHA MO pacClieJOBAHHIO TAKHX HHITHIEHTOB.




Ilpu BEIBOZIE M3 SKCIUTyaTaUMK CHEMHOIO MANIMHHOTO HOCHTES HE(OPMALHH, BCE JIaHHbIE,
XpauslMecs Ha HEM, JODKHBI OBITh yJa/leHb! OTPE/IENIEHHON KOMHCCHEH M3 umciIa paGOTHHKOB,
CPEACTBOM IapaHTHPOBAHHOTO YHHYTOXKEHHs HHOOPMALIHH.

®akT yHMYTOKCHHA HHPOPMALMH HA CHEMHOM MAIIMHHOM HOCHTE/e uHbOpMaLHH
uxcupyercss B axre 00 YHHYTOKEHHH HHOOPMAIMH CO CHEMHONO MALIMHHOTO HOCHTENS
HHpopManuu.

Perncrpauus codbrrmii

B 00 JIOJDKHA OCYIIECTBIATEHCS perucTpayum cOOBITHH Oe3zonacHocTH
Ha BCEX KOMIOHEHTaX MHPOpManuoHHEIX cicteM OO, B KOTOPBIX 06pabarthiBaeTcs 3amumaeMas
uHpopMaIHs.

AHTHBHPYCHAN 32IHTA

B nesnsix oOHapysxeHus U yCTpaHeHHS BPEJAOHOCHEIX mporpaMM B OO J0BKHbB HCHOMB30BATHCS
CPeICTBa aHTUBHPYCHOH 3alUTHI HHPOPMAIIHH.

Obsi3aTensHOMY KOHTPOMIO CPEACTBOM aHTHBHPYCHOM 3amuThi MH(GOPMALMH 0/DKHA
nojexare mobas umHpopmaums (TekcToBbie Qaiinbl mMoGbIX QopmaTos, ¢aiinbl JAHHEIX,
HCTOHAeMble (aiiibl), momydaemas M IepeiaBaeMasi N0 JIOKATbHON BBIYMCIMTENBHON CeTH
B TOM YHCJI€ M CeTssM OOLUEro mnojp30BaHMA, a Takxke HH(opMmarus, XpaHHMas Ha CHEMHBIX
MAalIMHHBIX HOCHTEIAX HH(pOpMAIIHH.

I1pu ycranoBke mporpaMMHOTo oGecriedeH s HiIK ero 0GHOBIIEHHS Ha CeBEPHOE 060y I0BAHHE
JI0JDKHA ABTOMATHYECKH BBINOJIHATHCS [PEIBAPHTENbHAS NPOBEPKA JAHHOTO IPOrPaMMHOTO
obecreyenns Ha OTCYTCTBHE BPEIOHOCHOTO MTPOTPAMMHOTO 00eCIIeYeHH S

OGHoBnteHne 6a3 CHrHaTYp IS CPe/ICTBA AHTHBHPYCHOMN 3aIMTHI MHOPMALHH AOKHEI
00HOBIATELCA €3KE/IHEBHO.

[Tons3oBarenn oe3 pas aJMHHHCTpaTopa HHGOPMALHOHHOIH CHCTEMBI
OO He NOWKHEI HMETh BO3MOXKHOCTB NOJYYEHHS NOCTYNA K KOH(HIYPAIMH aHTHBHPYCHOIO
CpPEJCTBA 3aLHUThl HIIH €r0 OTKJIIOUSHHUS.

KoHTpoib 3aIHINEeHHOCTH NePCOHATBHBIX JAHHBIX

B nensx mckmoueHus SKCIUTyaTalMM YA3BHMOCTEH IPOrpaMMHOrO OGECTICYeHHS JOIKHbI
NPOBOAMTCS pabOTHl 10 BBISABICHHIO, AHAIM3Y YA3BAMOCTeH WHGMOPMALMOHHON CHCTEMBI
H OTePaTHBHOE YCTPAHEHHE BHOBB BBISBJICHHBIX YA3BMMOCTEH. B TOM unciie opranusanus KOHTpos
YCTaHOBKH OOHOBJIEHHS IPOrPAMMHOTO 00ECTICYEHHS BKIIOYAs CPE/ICTB 3aIlHThl HHPOPMALIHH.

Hcnoan3oBanne nporpaMmMHOro odecnedenns

Beibop mnporpammHOro obecmeuenust Ui TPOM3BOACTBEHHEIX Hyxka OO [omKeH
TIPOM3BO/IMTECA B MPHOPHTETE K OTEYECTBEHHOMY, BHECEHHOro B EamHbIi peecTp poccmiickux
NPOrpaMm JUIst 3JIEKTPOHHBIX BEIYHCITHTEBHBIX MallHH H 6a3 fanHbiX. B ciyydae oTcyTeTBHS aHaiora
B ExmnHoM peectpe pOCCHHCKHX MpOrpamMm JUisi 5€KTPOHHBIX BBIYMCIMTENBHBIX MAIIHH
u 06a3 JaHHBIX JI01yCKAETCA HCTIOMB30BATh POrPaMMHOT0 06eCTiedeHie HMIIOPTHOTO TPOH3BO/CTRA.

Hcenoaszosanne cpects Kpuntorpaduueckoii 3amuTs HEGopManuu

O6ecneuenne 3aumuTer HHGOPMAIMH OrPAHUYEHHOIO JOCTYNA OT PACKPHITHS, MOTH(DHKALHH
M HaBs3bIBAHMS (BBOJA JIOXKHOH HH(pOpManuu) NpH ee meperade (MOArOTOBKE K mnepenade)
N0 KaHalaMm CBf3H, HMCIOIIHM BLIXOJ 3a NpeJelbl KOHTPOIHPYEMOH 30HBI obecrneunBaeTcs
NPHMEHEHHEM CPEJICTB KpUNTOrpaduueckoi 3ammTsl HHGOPMAIHH.

[IprnoGperenne cpencts kpunTorpapuyeckoi saummter nHdopmanun OO ocymecTBiseTcs Ha
OCHOBAHHH I0rOBOPOB M KOHTPAKTOB C JIMLIAMH HMEIONIMMH JIeHCTBYOIYIO Jrnensnio @CH Poccun
Ha OCYIICCTBJICHWE JIEATENBHOCTH 10 pa3paboTKe, MNPOH3BOACTBY, PACHPOCTPAHEHHIO
AP POBATHHBIX (xpunrorpadugeckmx) CpEACTB, HHPOPMAITHOHHBIX CHCTEM
H TEJCKOMMYHHKALMOHHBIX CHCTEM, 3alIHIIEHHBIX C HCMONb30BAHHEM LIM(POBAILHBIX
(kpunTorpaHYECKHX) Cpe/CTB, BHITOIHEHHIO paboT, OKA3aHMIO YCIyr B obnacTd mudpoBaHHS
HHGpOPMAIHH, TEXHHYECKOMY OOCTYKHBAHMIO MHQPPOBATBHBIX (KPHITOFpaQHUECKHX) CPEJICTB,
HH(OPMALMOHHBIX CHCTEM U TEJEKOMMYHHKAUMOHHBIX CHCTEM, 3alMINCHHBIX ¢ HCIOMB30BAHHEM
mu(poBanbHEIX (KpHOTOrpadHYecKnX) CPelCTB (3a HCKIIOYEHHEM CIy4as, eCTH TeXHHYECKOe
obcnyxuBanne mMU(PPOBaNbHbIX (KpUNTOrpaguyecKux) CpeacTB, WHGOPMAIMOHHBIX CHCTEM
M TEJICKOMMYHHKAIlHOHHBIX CHCTEM, 3all[HIIEHHBIX C HCTONB30BAaHHEM IIH(POBATBLHBIX
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(kpunTorpadUYECKHX) CpeICTB, OCYUIECTBISETCS JUisi obecredyeHHss COOGCTBEHHBIX —HYXKII
FOPHIMYECKOT0 JIMIA HIH HHAHBHIYAIbHOIO NPeANPHHHMATEIS ).

B unensax opranusanuu u  oOecriedeHHMH nepefayn HHpOpMalHM 10 KaHalaM CBS3H
C HCMOJB30BAaHHEM CPEJCTB KpuMNTOrpaduyeckoi 3ammrsl WHPOPMAIMA, a TAKKE BHINOJIHEHHS
nunen3noHHbIX Tpebosannit ®Ch Poccun B OO nomken GuITh co3aan opran Kpunrorpaduyeckoit
3alIHThI.

[Topraneusie pemenns OO ¢ BO3MOKHOCTBIO JOCTYIA C ceTeil 00LIEro noip30BaHHA JODKHEI
B [IPHOPHUTETE pa3paldarbiBarbes ¢ OpraHM3alMei 3alMIIEHHOro KaHasla MoCpeCTBOM MPOTOKOJA
TLS ¢ moanepxxoit anroput™oB 'OCT 34.10. '

Henonb3opanue 21eKTPOHHOM N0YTHI

DNeKTpoHHAs moYta JO/DKHA Hcnonb3oBatees B OO ¢ uenbi0 OpraHusanuu  oOMeHa
3JEKTPOHHBIMH  COODIICHHAMH Mexay paboTHuKamMu #  cyObektaMH  uWHOOPMANHMOHHOM
6e30macHOCTH.

[Ipu Mcnonb30BaHUA NEKTPOHHO# MOYTHI 3aNpeIaeTCs:

- 0O6meH HHpOpMaLHei s cTykeOHOro Nonb30BaHus, a TaKkke HH(OopMalkeil OrpaHHYeHHOro
JOCTyMa;

- IPE/IOCTaBJIEHKE JIOCTYTIA K JIEKTPOHHOM T0YTE C HCIOIB30BAHHEM [JAHHBIX CBOEH YYeTHOM
3alHCH TPETHHM JIHIIAM;

- MyOIMKaIus CBOEro CaykeOHOro ajapeca 3JeKTPOHHOH MOYTH B /EKTPOHHBIX Karaaorax.
Ha TIOMCKOBBIX MALIHHAX H JAPYTHX pecypcax ceTd MHTepHET B Liesisix, He CBA3aHHBIX C HCIIOJIHEHHEM
CBOMX JIOJDKHOCTHBIX 00s13aHHOCTEH;

- TIOJINKCKA 110 3JICKTPOHHOM 110YTE HA Pa3/IMYHbIC PEKIAMHbIC MATEPHAIbL, JIHCThI PACCHLIKH,
3NIEKTPOHHBIE JKYpPHAlIbl H T.JI., HE CBS3aHHBIE C BBIIOJHEHHEM I[OI30BATENIEM JOJDKHOCTHBIX
o0sa3anHocTeil;

- OTKpBITHE (3amycK Ha BhIMONHEHHE) (ailfioB, MOMYYEHHBIX 10 SJIEKTPOHHOH mOYTE
Win M3 pecypcoB cerdH MuatepHer, 0e3 mnpeaBapUTEIbHOH TNPOBEPKH HMX AHTHBHPYCHBIM
NPOrpaMMHBIM 00€CTIEYEHHEM.

Pabora B cersix 00mero nob30BaHusA

OO ocrasnger 3a co6oii MpaBo 6IOKMPOBATH HITH OrPAHHYKBATE JOCTYN PabOTHHKAM K CEeTAM
CBA3M OOIIEro MOJB30BaHMS, B TOM uuciae cetH MHTepHeT, colep)kaHHe KOTOPBIX HE HMEET
OTHOILIEHHUS K HCIOJIHEHHUIO JIOJKHOCTHBIX 00A3aHHOCTEH, a TaKkXke K HHDOPMAIIMOHHBIM pecypcam,
CoJIep’KaHHE | HAllPaBIEHHOCTh KOTOPBIX 3alpelieHbl 3aKkoHoaaTtenscTBoM Poccuiickoii Denepannn.

WUndopmanuss o nocemaembix  paborHukamu OO  uHpOpMALMOHHBIX  pecypcoB
NPOTOKOJIMPYETCs JUIsl MOCIeAYIOIIEro aHanm3a 1, IpH HeoOX0AUMOCTH, MOKeT OBITh NpejicTaBIeHa
PYKOBOJHTENSIM CTPYKTYPHBIX MOJApa3/ieieHnii, a Takke pykosoautemo OO Juist KOHTPOS.

ITpu ucnons3oBanuy ceTH MHTEpHET 3anpeineno:

- Henonb3oBaTh npenocrasieHHbt OO goeryn B ceth MHTEpHET B JIHYHBIX LESIX;

- HCTIOJIb30BaTh HECAHKIIMOHMPOBAHHbIE [IPOrPAMMHbIE H IPOTPAMMHO-aNTapaTHBIE CPE/ICTBa,
[03BOJISIOLINE NOJYYHTH HECAHKIIMOHUPOBAHHBIN J10CTyN K ceTH MHTepHeT;

- myOIMKOBaTh, 3arpyXkarb W pacrnpoCTPAHSATL MaTepHalbl COJIEpKalllHe HeJOCTOBEPHYIO
uadopmanmio o 00, a taxxe danscuduponats caoii IP-aapec.

PezepBHOE KONHPOBAHHE H BOCCTAHOB.IEHHE 1aHHBIX

OcyinecTBIeHHEe Pe3epPBHOTO KOIMHPOBAHHS I0/DKHO OCYIIECTRISITHCS JUIS:

- wunbpopmamu oOpaGareiBaeMoii Ha (haiIOBOM cepBepe W CEpBEpe TNPHIIOKECHHIA,
HH(OPMAIMOHHOMN CHCTEMBL;

- pabo4YHX MeCT aIMHHHCTPATOPOB HHPOPMAIIMOHHONH CHCTEMBI.

YacTota M pEKHM pPE3epBHOr0 KOMHPOBAHHSA YCTAHABJIMBAIOTCS TakuM oOpazoM, 4TOOBI
obecrneynTh MEHEMATBHYIO MOTEPIO JIAHHBIX H ONEPATHBHOE BOCCTAHOBJICHHE.

Hacrpoiika pe3epBHOTO KOMMPOBAaHHSA U BOCCTAHOBJICHHUS peCypcoB HHPOPMALMOHHEIX CHCTEM
00 10DKHBI TPOBOMTE ynoiHOMOueHHEIe paboTHukH OO0.

PesepBHOe KONMMpOBaHHE JIODKHO  OCYINECTBISITECS B dBTOMATHYECKOM  PEKHME
C NpPHMEHEHHEM OTEYeCTBEHHOIO CIICNHATH3HPOBAHHOTO CPEJICTBA PE3EPBHOIO KOMUPOBAHHS



C JeHCTBYIOMIHM CEPTH(QHKATOM COOTBETCTBHA MO TpeGoBaHWAM Ge30macHOCTH HHPOPMAIHH
DOCT3K Poccun. :

6 OCHOBHBIE TPEBOBAHUS K INIPOLIECCAM YIIPABJIEHUS
UH®OPMAILIMOHHOM BE3OMACHOCTBIO

MounuTtopunr uadopmannonnoii GesonacHocTH

Ha nocrosuno#i OCHOBE JOJKEH NMPOBOJMTHCS KOMIUIEKCHBIN aHaH3 (yHKUMOHUPOBAHMS
uH(popmanuonHoit cucreMbl OO H BOZHHKAIOIHX COOBITHH HHPOPMALHOHHOH Ge30MacHOCTH.

Ilporiecc MonuTOpHHra cucreMmsl obecneyeHuss WHGOPMAHOHHON O€30MACHOCTH IO/UKEH
BKJIFOYATh B ce0sl KOHTPOJIb OPraHU3alMOHHBIX H TEXHHUESCKUX Mep 10 3atuTe HHGOpMAaIHK, aHAIu3
napaMeTpoB KOH(GHIYpalui U HACTPOHKH CPE/ICTB 3alHThl HHPOpMALHA.

Ilpu npoBeieHHMH KOHTPOJIBHBIX MEPONPHATHH, CBS3aHHBIX C OLEHKOH peanu3aiuud mep
no s3amurte uHGopMaumu B OO, ynojmHOMOYEHHBIE PAGOTHHKH JO/DKHBI TPHAEPKHBATHCH
CIeYIOIHAX MPHHITUTIOR!

- He HapymaTh QyHKUHOHHpoBaHKe JesTenbHocTH 00;

- JEHCTBOBaTh B COOTBETCTBHH C YTBEPXKAECHHBIMH OpraHH3alHOHHO-PACIOPSIHTEIBHBIMH
nokymentamu OO no 3ammre HHbOPMALIUHT;

- HE CKPBIBATh (DAKTEI BEIBJICHHBIX COOBITHN HHGOPMALHOHHOMN 6€3011aCHOCTH;

- 0hOpMIATE OTHETBI, MOATBEPKAAIOIINE BHINOJTHEHHE MEPOTIPUATHIA 110 3aluTe HHPOPMALIHH.

WUndopmarus, mnomydeHHas B XOJ€ MPOBEICHHA KOHTPOJHUPYIOIIHX MEPONPHSATHH
0 JeicTBUAX, COOBITHAX M MapaMeTpax, HMEIOUIMX OTHOLICHHE K pealM3allMd Mep [0 3alluTe
MHPOPMALIMH, JOKHA KOHCOJNMIMPOBATHCS M XPAHMUTHCS B MECTaX, HCKIIOYAIOUIMX IOJIYUYCHHE
K Hell HeCaHKIIMOHUPOBAHHOI'O JOCTYIIA.

MOHMTOPHHI JIAHHBIX O 3aPErHCTPHPOBAHHBIX COOBITHAX MH(OpPMaIMOHHOM Ge30macHOCTH
JIOJDKEH TIPOBOANTECS, N0 BO3MOXKHOCTH, C HCTIONB30BAHWEM CHCTEMbl MOHHTOPHHIA HHLHMIECHTOB
HH}opMaHOHHOH 0e30MacHOCTH HJIH BCTPOSHHBIX MEXaHW3MOB HACTPOMKH H ayauTa COOBITHI
B MPOrpaMMHBIX H IPOrpaMMHO-ANIAPaTHBIX CPEACTBAX, HCMOJIb3YeMbIX B HH(pOPMAIHOHHOM
nrppactpykrype OO.

Ynpasiaenue puckamu

Onpenenenue BHYTpeHHUX TpeGOBaHHH 1O 3amuTe MHOOPMALMH, JO/DKHBI OCHOBBIBATHCS
Ha pe3y/ibTarax MpOBEJCHHS aHaIM3a PHCKOB HApPYUICHHS OCHOBHBIX CBOMCTB 0e30macHOCTH
Jutst nHpopmannoHubIX pecypcos OO.

OcHOBO OIEHKH PHCKOB J0/DKHA OBITH OlIEHKA yCNOBHit B (JaKTOPOB, KOTOPHIE MOTYT CTaTh
NPHYHHOMN HAPYIIEH!S 1[EJIOCTHOCTH, KOH(PHICHIMATBHOCTH U JIOCTYITHOCTH /UIsi HH(POPMALMOHHBIX
pecypcoB OO.

PesynsTaToM NpoBeEHHs] aHATM3a PHCKOB JIOMKEH OBITh pa3paboTaHHBIH KOMIUIEKC Mep,
HAIPABJICHHBIX HA CHIKEHHE BO3MOXKHOTO HEraTHBHOTO BIMSHUS HA OCHOBHYIO JesTenbHocTh OO
NpH peanu3alii TOH WM HHOH yrpo3sl OesonmacHocTH uH(popManuu u 0OecHEYHBAIONIHX B
JanbHeHIIeM JOCTATOYHbIH YPOBEHD 3alHIeHHOCTH HHpopMarornsx cucteM OO0,

YnpasjieHHe HHUHAEHTAMH HHPOPMALHOHHOIT De3onacHoCTH

Jlns obecneuenns ¢ dekTHBHOrO paspenieHds HHIHIEHTOB HHGOPMAITHOHHOH 6e30macHOCTH
B OO, MHHHMH3AIIHH TIOTEPh H YMEHBINEHHS DPHCKA BO3HMKHOBEHHS INOBTOPHBLIX MHIMACHTOB
JOJDKHO OCYIIECTBIISATHCS YTIPaBIeHNe WHITHIeHTaMH HHOPMaHOHHOI 6e3011aCHOCTH.

Jlna ynpaBneHHs HHIMACHTaAMH HH(popMamHoHHOH Oe3onacHocTH A0/DKHa OBITH CO3/1aHa
ciyx0a MOHHTOPHHTA M PEarnpoBaHus HA HHIMJAEHTH MHPOPMaIMOHHON 6e30MacHOCTH, KOTOpas
MOCPEZICTBOM KOMILJIEKCa CPEJCTB M MEpONpHATHH juis cOopa M KoHconuaauuu uHOOpMALHH
00 MHIHIEHTAaX pelaeT JaHHYI0 3ajady. B OTHONIEHHM KaXIOro MPOM3OIIEAINEro WHIHIEHTA
paGoTHMKaMH M3 CaykObl MOHMTOPHHTA M DPEarWpoBaHHMs HA HHIMACHTHI HH(GOPMALHOHHOM
0e30IacHOCTH OJKEH BBIOIHATHCS €ro aHaun3, U pa3paborka 3(Q(GeKTHBHBIX MEp pearupoBaHms
Ha JaHHbIA WHIHJICHT.

AY/IHT CHCTeMBbI obecnedeHHus HHopMAIHOHHOI OezonacHoCTH

B memsix oueHku Tekymero ypoBHs uHpopMmamuonHO# GeszomacHoctn OO Ha perynsipHoii
OCHOBE JIOJDKEH NMPOBOAMTHCS ayIUT HHPOPMAITHOHHOH GE30MaCHOCTH.




BryTpennue ayautel 10/0KHbI BRINONHATECS paboTaukamu O0. B uncio 3amau, pelaeMbIx
NpH NPOBEICHHA BHYTPEHHHUX ayIHTOB HHPOPMALIHOHHOM Ge30MaCHOCTH, BXOIST: :

- ¢OOp W aHa M3 MCXOMHBIX AAHHBIX OO OPraHW3AI[HOHHONW M (ynknHonaneHOi cTpykTYype
HH(OPMALHOHHBIX CHCTEM, HEOOXOMMMBIX /ISl OEHKH COCTOSHHS CHCTEMBI 3allHTh] uHpopMaImn;

- QHAIM3 YTBEPXKICHHBIX OPraHW3alMOHHO-PACHOPAJUTENBHBIX JOKYMEHTOB [0 3allHTe
HH(pOPMAIIHA HA IPE/IMET MX TIOTHOTEI M YQQEKTHBHOCTH, a Takxke (POPMHUPOBAHHE PEKOMEH JaI i
no UX I0pabOTKe HIH pa3paboTKH HOBBIX;

obocHoBanve (uHaHCOBOW SDPEKTHBHOCTH BHOBb MPHOGpPETAEMBIX CPEJCTB 3aIIUTHI
naopmanyu; :

- TIPOBEpKA IpPABHILHOCTH BEIOOPA H HACTPOMKHM CPEJCTB 3amuThl MH(OPMALHH,
(hopmHpoBaHHe Npe/UIoNKEeHAIt IO HCIOIB30BAHHIO HMEIONTHXCS CPEJICTB 3AIMUTHI HHpOPMALHH IS
MOBLIEHAS YPOBHA HAAEKHOCTH M Oe3onacHocTH HHpopMamoHHsIX cuctem 00;

- dHAIKM3 OTHETOB MO MNPOU3OLICIIIAM HHIHAEHTaM HHPOpPMAIMOHHON 6€30MacHOCTH
M MIPHHSTBIM MEPaM 110 HX Pa3pelieHHIO.

IloBbimenne ocBe0OMICHHOCTH PabOTHHKOB

B pamkax opraHM3aluM KOMILIEKCHOTO MpPOTHBOICHCTBHUS yrpozam 06e30MacHOCTH
uadopMaumn, HcxomsmmMm ot pabGoTHEHKOB OO  OMKHA MOCTOSHHO  MOBBINATHCS
HX OCBEIOMJICHHOCTh B 00/1aCTH 3aIUThl HHPOPMAIIHH.

IMosbimenne ocsenomierHocTH pabotrrkos OO ocymecTBseTcs:

- 110 cymecTByiomuM B OO Oprau3aldOHHO-PaCcIOPs AUTENBHBIM ZIOKYMEHTAM;

- no npumenseMbiM B OO Mepam 3aiuThl HHOOPMAITHH;

- 110 NPABAIILHOMY HCIIOJI30BAHHUIO CPEJICTB 3aIUTHI HHPOpMAIHH,

7 3AKIIOYEHHUE

Ilpu wm3menennu neiicTyromero 3akoHomatenbctBa Poccmitckoif ®exepauun B obnacT
3alHTH HHOOPMALIMK, a TaKKe OpraHH3alHOHHO-PACIIOPAAHTENBHBIX AoKyMeHToB OO HacTosmas
[TormTHKa ¥ W3MEHEHHs K HEH TPHMEHSIOTCS B YacTH, HE MPOTHBOpEYAlleli BHOBH MPHHSATHIM
3aKOHOJATE/IbHBIM H HHbIM HOPMATHBHBIM aKTaM, a TAKXKe BHYTPeHHUM JoKyMeHTam OO,

Bce TpeoBaHms, yCTaHOBICHHbE JEHCTBYIOMMM 3aKOHOJATENLCTBOM  POCCHIiCKOl
Degnepau, MOJA3AKOHHLIMM AKTAMH M JOTOBOPHBIMH OTHOIIEHHSMH, a Takke mnoxxon OO
K 00ecrnevyenuio COOTBETCTBUA ITUM TPEOOBAHHAM JIOJKHBI ObITH ABHBIM obpazoM ornpeeneHsi,
JIOKyMEHTHPOBAHbI H [OUIEP/KHBATLCH B aKTYATbHOM COCTOSHHH.

OO B  [NpHOPHTETHOM  HANpPaBNCHHM  JOMKEH  pacCMATPHBAaThCA nepexon,
a IPOrpamMMHOro 0OECreYeHne OTEUECTBEHHOTO IIPOU3BO/MTENS, BKIIOYEHHOTO B €IHHBIH peectp
POCCHHCKHX MPOrpaMM JUIS 3TEKTPOHHBIX BBIYHCIMTEILHBIX MAIIMH U 0a3 JaHHbIX. B TOM umcie
MO YacTH CEPBEPHOrO, KOMMYTAIMOHHOTO OOOpPYAOBaHHS M NPOrPAMMHO-ANNAPaTHBIX CPEJICTB,
BKJIIOYEHHBIX B EIMHBIH peecTp pOCCHIiCKO# pajHO3IeKTPOHHOM TPOLYKIHH.

Ilepecmotp © BHecenwe wW3MeHeHMH B HacTosmyi0 [lOMHTHKY —OCYIIECTBASIOTCS
Ha NIEPHOJIHYECKOH H BHEIUIAHOBOH OCHOBE.



8 CIHCOK UCIOJIb30BAHHBIX HCTOYHHKOB

1  ®dexepanbHbii 3akon o1 27.07.2006 No 149-®3 «O6 unpopmaim, HH(POPMaIIHOHHBIX
TEXHOJIOTHSIX M O 3aluTe WHPOPMAILHNY.

2 ®enepanbubii 3akoH 0T 06.04.2011 Ne 63-3 «OO0 3/1eKTPOHHOH NOAMHCH.

3 [locrasoenenme IlpasutensctBa Poccmiickoii ®enepammm ot 16.04.2012 Ne 313
«O6 yrBepxaeHnH [1010)KeHHs O JHIEH3HPOBAHHH [ICATEIBHOCTH 110 paspaboTke, MPOHU3BOJICTBY,
pacrpOCTPAHEHHIO MHPPOBATLHBIX (kpunTOrpaUYECKHX) CPeNCTB, HHOOPMAIMOHHBIX CHCTEM
¥ TENeKOMMYHMKAIMOHHBIX CHCTEM. 3alHIICHHBIX C HCIOJIb30BAHHEM i poBaIbHBIX
(KpUITOrpaduyeckux) CpeicTB, BBIIONHEHHIO paboT, OKasaHMIO ycIyr B 00JacTd mHppoOBAHUS
HH(GOPMAIHH, TEXHHUECKOMY OOCTYKWBAHHIO MH(BPOBAIBHBIX (kpunTorpadguyeckux) CpesicTs,
uH(OPMALHOHHBIX CHCTEM M TEICKOMMYHHKAIMOHHBIX CHCTEM, 3alIHINEHHBIX € HCIIOIE30BAHHEM
nmAQpoBanbHEX (KPAMTOrpagHuecKuX) CPEACTB (32 MCKIIOYCHHEM clydasi, €C/ii TeXHHYECKOe
obcnykuBanue MAQPOBATBHBIX (KPHITOrpahHUIECKHX) CpescTs, HH(POPMAIIMOHHBIX CHCTEM
M TEJIeKOMMYHHMKAIIMOHHBIX CHCTEM, 3alIMIICHHBIX C HCHOJB30BaHHEM mudpoBaTBHBIX
(kpunTorpaguyecknx) CpeACTB, OCYIICCTBIAETCH U obecrieueHHss COOCTBEHHBIX  HYXKI
FOPH/IAYECKOTO JIANA WIH HHIHBH/yaTbHOTO PEANPHHAMATE]IS ).

4 Tlocramosnenwe IlpautenscrBa Poccuiickoii ®enepammu ot 01.11.2012 Ne 1119
«O6 yrtBepxaeHWH TpeOOBaHWH K 3allMTEe TICPCOHATHHBIX JAHHBIX MPH HX obpaboTke
B WH(POPMALIMOHHBIX CHCTEMAX TTEPCOHATBHBIX IAHHBIX.

5 Tlpukaz ®AIICU or 13.06.2001 Ne 152 «O6 yTBepkieHHH HucTpyxiu
06 opranusaiun 1 obecrneueHny 6e30MacHOCTH XpaHEHH S, 00paboTKy 1 Iepe/1avH 110 KaHaIaM CBS3H
¢ MCTONB30BAaHWEM CPEICTB KpUNTOrpaguueckolf 3ammTsl MHQOPMAMH C OTPaHAYCHHBIM
JIOCTYIIOM, HE coZiepiKaleii cBeIeHH#, COCTABIIAIOIMX roCyJIapCTBEHHYIO TAHY».

6 [Ilpukaz ®CB Poccuu ot 09.02.2005 Ne 66 «O6 yTBepKaeHHH [Tonoxenus
0 paspaboTKe, POM3BOJICTBE, PeANH3aliH H IKCILTyaTallnH mHQPOBAILHBIX (KpHNTOrpapuIecKuX)
cpeacts 3amuthl nHbopmauuu (Ilonoxenue TTK3-2005)».

7 Tlpuxas ®CTIK Poccnn ot 11.02.2013 Ne 17 «O6 yrsepxennn TpeOosaHuii 0 3alHTe
un(opMaLHK, HE COCTABLIOMIECH roCyIapCTBEHHYIO Taligy, cojepikaleiicss B rocyaapcTBeHHBIX
HMH(POPMALMOHHBIX CHCTEMAX).

8 Ilpukaz ®CTOK Poccun ot 18.02.2013 Ne 21 «O0 yTBepikIeHAA COCTaBa H CONCPIHKAHHSA
OpraHM3aIMOHHBIX i TEXHHYECKHX MEp 110 0becreuentio 6e30nacHOCTH TIEPCOHAIBHBIX JaHHBIX ITPH
Hx 06paboTke B HHPOPMALIHOHHBIX CHCTEMAX NMEPCOHATBHBIX JIAHHBIX.

9 Ilpukaz ®CB Poccun ot 10.07.2014 Ne 378 «O6 yrBepi/eHi# CoctaBa B cojiepKaHHA
OpraHM3aIMOHHBIX F TEXHHUECKHX Mep M0 obecreyeHnio 0e30MacHOCTH NMEPCOHATLHBIX JAHHBIX NPH
ux 06paboTke B MHPOPMAIHOHHBIX CHCTEMAX MEPCOHATLHBIX JAHHBIX C MCIOIL30BAHUEM CPE/ICTE
Kpunrorpadpuueckoit 3auMThl HHGOpPMALKH, HEOOXOMMMBIX Ui BBIIONHCHHS YCTAHOBICHHBIX
l'lpanu're.rrwrﬁom Poccuiickoii ®enepamun  TpeGOBaHHH K 3amUTE NEPCOHAIBHBIX JAHHBIX
JUIS KQKAOTO B3 YPOBHEH 3alMIIEHHOCTHY,

10 TOCT P 51624-2000 «3amura wuHOOpPMALNHHA. ABTOMAaTH3UPOBAHHBIC CHCTEMBI
B 3aIHIEHHOM HcroHeHun. Obume TpeGoBaHusD.

11 TOCT P 51898-2002 «Acnektsi OezonacHocTH. [IpaBuia BKIIFOYCHHS B CTAHAAPTHIY.

12 TOCT P 50.1.056-2005 «Texnuueckas 3ammra HHPopMauuu. OCHOBHBIE TEPMUHBI
¥ OTIPEZICTICHUSA .

13 TOCT P UICO/MDK 27001-2006 «HMupopManHOHHas TeXHONOrHA. METO/IbI M CpeACTBa
GesomacHocTH. CHeTeMBl MeHeDKMeHTa HH(bopMaIHoHHO# GesonacuocTh. TpebosaHus.

14 TOCT P 50922-2006 «3aumra urdopmaiid. OCHOBHbIE TEPMAHBI H ONIPEICTICHHS.

15 TOCT P 512752006 «3amura undopmaunu. O6bekT HHpOpMarTH3almH. DaKTopsl,
Bo3zelicTByiomue Ha uEpopMarmio. OOIIHe NONOKEHHUSA.

16 TOCT P MCOMDIK TO 13335-5-2006 «Hudopmammonnas TexHomorxs. MeTozsl
u cpenctsa obecnedenns GesomacHocTH. JacTh 5. PyKOBOJCTBO IO MEHEKMEHTY 0e30MmacHOCTH

CEeTHY.
17 TOCT P WMCO/TO 13569-2007 «®unancoBwie  yciyru.  Pexomennauuu

I



1o nHGOPMAIHOHHOH 6E30MaCHOCTHY.

18 TOCT P UCO/MDK 27005-2010 «MudopmanonHas TEXHONOTHS. MeTo/pl U cpeacTBa
obecrieuenns GezonacHocTH. MeHeDKMEHT PHCKA HH (opmauroHHO 6e30MacHOCTH.

19 TOCT P UICO/MDK 27004-2021 «HAudpopmaiHoHHas TeXHONOrHs. MeTob! i CpeAcTBa
obecrieueHns Ge30nacHoCTH. MeHeIKMeHT HHOPMAIMOHHOA Ge30MacHOCTH. MOHHTOPHHT, OIIEHKA
3QUIAINIECHHOCTH, AHAJH3 H OLCHHBAHHEY.

20 TOCT P 51897-2021 «MeHeukMeHT pucKa. TepMHHBI H ONIPEACTICHHSD.

21 TOCT P 52069.0-2013 «3ammra unpopmauun. CHcrema CTaHAAPTOB. OcHoBHBIE

MOJIOKEHUS.
22 Koumemuus  WH(GOpMALHOHHOH Oe30nacHOCTH HCIIO/ITHHTEIbHBIX ~ OpraHoB

rocynapcrsensoii Bractu Caukr-IlerepOypra ot 20.02.2023.
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